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PRIVATE ENTITY EXECUTIVE BRIEFING

NATIONAL INFRASTRUCTURE PROTECTION PLAN (NIPP)
The National Response Framework (NRF) is the Unites States’ 
emergency preparedness and response plan framework.  It defines 
the roles and responsibilities that all levels of government and 
private entities must play to ensure a state of national emergency 
preparedness and response readiness.  

The framework is an all hazards, all risks emergency response 
framework.  It is designed to provide a uniform structure for 
emergency cooperation and communication for local as well as 
larger-scale emergencies.  It is built upon the concept of implement-
ing scalable, flexible and adaptable coordinating structures that 
align key roles and responsibilities and link together governmental 
organizations and private sector organizations.

Under the NRF, private-sector organizations have defined roles 
and responsibilities in emergency preparedness and response 
within their local communities.

CRITICAL INFRASTRUCTURE AND KEY RESOURCES (CIKR) 

The National Infrastructure Protection Plan (NIPP) is part of the NRF.  
The NIPP provides for the integration and coordination of the Criti-
cal Infrastructure and Key Resource (CIKR) plans.  The CIKR is a list 
which breaks down critical infrastructure into 17 identified sectors 
(Security Sectors).    
The Department of Homeland Security (DHS) has security and 
emergency response plan for each Security Sector (“SSPs”).  The 
plan establishes standards of emergency preparedness that private 
sector entities should achieve.  Underlying each of these SSPs is a 
base requirement for coordinated communications capability for 
emergency planning and preparedness and coordinated response 
with local public safety response agencies.  Within the overarch-
ing context of the NRF, robust and reliable interoperable communi-
cations are essential because the NRF requires a coordinated and 
seamless emergency preparedness and response capability.

A STANDARD OF CARE AND MINIMIZING YOUR LIABILITY  
As a private business or organization, the NRF, NIPP and SSP can 
have a significant impact on you.  Unlike governmental organi-
zations which have protections from liability through sovereign 
immunity, private entities enjoy no such benefit.  Thus, while the 
NRF rubric provides a roadmap for preparing and responding to 

emergencies, it also establishes standards of care for emergency 
preparedness and response.  Whether you make reasonable efforts 
to implement them can impact your exposure to significant liability 
in the event of a local or large scale emergency event.  By joining 
in a cohesive local emergency response communications network 
and participating in preparedness and readiness exercises, you are 
better equipped to minimize loss of life and injury to your employ-
ees and others on or near your facilities, and have established the 
ground work to show you are meeting your duties of care.
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ARE YOU A CIKR?

If your organization owns, controls, or operates critical infrastruc-
ture or key resources, you should be assessing and implementing 
the security recommendations that are detailed in your respective 
Security Sector Plan (SSP).  Because security and preparedness 
plans are underpinned by the requirement for robust communica-

tions to handle multi-party, multi-tiered cooperative emergency 
responses, participating in a local community-wide emergency 
communications network is an important tool in meeting these 
recommendations.   

“ ”
Mutualink is an essential tool enabling NRF 

compliance and improving your community’s 

safety and readiness.

PRIVATE ENTITY EXECUTIVE BRIEFING

MUTUALINK

Mutualink is an affordable community-wide interoper-
able multi-media communications platform that links 
together police, fire, EMS, hospitals, schools, utilities, 
malls and other key community assets.  

Through Mutualink, two-way radios, telephones, public ad-
dress systems, video, and data files can be shared among 
parties on a real time incident basis providing critical 
communications that enhance preparedness and effective 
emergency management, coordination and response.

NRF RESOURCES

Resource

NRF Resource Center

National Response Framework (NRF)

NIMS Compliance Center

Incident Command System (ICS)

National Infrastructure Protection Plan (NIPP)

Critical Infrastructure and Key Resources (CKIR)

http://www.fema.gov/emergency/nrf/

http://www.fema.gov/pdf/emergency/nrf/nrf-core.pdf

http://www.fema.gov/emergency/nims/nims_compliance.shtm

http://www.fema.gov/pdf/emergency/nims/erfog.pdf

http://www.dhs.gov/xprevprot/programs/editorial_0827.shtm

http://www.dhs.gov/xprevprot/programs/gc_1189168948944.shtm
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